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CYBERSECURITY

SOLUTIONS

Safeguarding Your Digital Assets with Proactive
Security Solutions

SkyBitz implements a proactive cybersecurity strategy,
integrating rigorous training, Shift-Left Security Principles and
DevSecOps methodologies throughout the software development
lifecycle.

By prioritizing early detection and mitigation of vulnerabilities,
utilizing advanced security tools, and conducting continuous
monitoring and security testing, SkyBitz ensures a strong defense
against evolving cyber threats.

Our DevSecOps practices integrate security measures early in
the development process, including Static Application Security
Testing (SAST) to scan for OWASP Top 10, SANS Top 25, and
Common Weakness Enumerations (CWEs).

Our datacenters are certified SOC 2 Type 2 and SOC 3 (Tank
Monitoring) demonstrating our commitment to maintaining high
standards of security and compliance.
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Ensuring Cybersecurity Excellence

Principle of Least Privilege Access (PoLP)
SkyBitz ensures that users and systems are granted
only the minimum access levels necessary to
perform their tasks. This approach reduces the
potential impact of security incidents and minimizes
the misuse of compromised credentials.

Secrets Management

Access credentials and keys are not stored in source
code. Instead, they are securely managed in a
dedicated Secrets Management tool with
environment-based isolation.

Web Application Firewall (WAF)
Public-facing web applications are protected by
a WAF with rules configured to safeguard against
OWASP Top 10 vulnerabilities, including SQL
Injection, XSS, and CSRF.

Data Encryption

Data in transit is encrypted using TLS 1.2+ on
HTTPS. Trusted third-party Certificate Authorities
(CAs) issue digital certificates. Mutual TLS is
implemented between loT devices and back-end
servers where possible. At rest, data is encrypted
using 256-bit Transparent Data Encryption (TDE).

External Scanning

SkyBitz continuously scans its public attack surface
for vulnerabilities. Domains and IPs used in
public-facing products are registered with a
Corporate External Scanning solution, with
vulnerabilities addressed based on severity levels.

Vulnerability Scanning

Internal infrastructure and network components
are continuously scanned for vulnerabilities using
industry leading solutions.

Endpoint Protection

Computer instances are protected using Endpoint
Protection solutions, including malware protection,
host firewalls, and intrusion detection & prevention.

Penetration Testing & Threat Modeling
SkyBitz conducts periodic PenTesting and Threat
Modeling exercises as needed to address security

gaps.

Cloud Threat Detection

Cloud environments utilize native Managed Threat
Detection services such as AWS Guard Duty and
Azure Defender for continuous threat detection.

Firmware Security

Secure boot mechanisms and firmware integrity
checks prevent unauthorized software execution.
Firmware Over the Air (FOTA) updates adhere to
IETF SUIT standards for secure deployment.

Private Keys & Secrets

Private keys and secrets are securely stored and
accessible only by trust code. Secure elements like
Arm TrustZone are encouraged for enhanced
security.

Findings Remediation

Security findings are captured in JIRA, prioritized
based on severity, and remediated within defined
SLAs.

Awareness & Training

SkyBitz conducts ongoing cybersecurity

training and awareness programs, including
simulation-based training, cyber awareness courses,
and security training courses recommended by
supervisors.
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